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LAMP + SSL

Linux + Apache + MySQL + PHP ir bieZi izmantojama konfiguracija, uz kuras bazes tiek buvets web-
serveris. SSL nodroSina aizsargato savienojumu ar to. Musu uzdevums ir tikt gala ar Sis
programmatiiras uzstadiSanu.

LAMP

Instalejam Apache serveri:
sudo apt—-get install apache?2

Tagad mape /var/www tiks novietots viss, kas biis musti web-servera. Lai parbauditu, ka tas strada,
izveidosim failu /var/www/testfile un brauzera Firefox atverstm lapu 127.0.0.1
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E’E apachez-default/ 29-May-2006 04:41
testfile 18-Jun-2008 20:34 €]

Apache/2.0.55 (Ubuntu) Server at 127.0.0.1 Port 80

Done

Pievienojam tam PHP:
sudo apt-get install php4

restart€jam:
sudo /etc/init.d/apache2 restart

Lai més varétu parbaudit, ka PHP strada, veidojam testa failu:
sudo gedit /var/www/testphp.php

Taja ierakstam:
<?php phpinfo(); 2>

Parlukprogramma tagad mes varésim redzet ari testphp.php failu. Kad atversim to, varéstm redzet



informaciju par miisu PHP.

v phpinto() =Firetox: = =
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PHP Version 4.4.2-1buildl

System Linux nikita-home 2.6,15-25-686 #1 SMP PREEMPT Wed Jun 14
11:34:15 UTC 2006 586

Build Date Apr & 2008 09:35:57

Server API fpache 2.0 Handler

Virtual Directory Support |disabled

Configuration File letc/phpd/apache2/php.ini

{(php.ini) Path

PHP API 20020918

PHP Extension 20020429

Zend Extension 20050606

Debug Build no

Zend Memory Manager (enabled
Thread Safety disabled
Registered PHP Streams |php, http, ftp, https, ftps, compress.bzip2, compress.zlib

This program makes use of the Zend Scripting Language Engine: Powered by
Zend Engine v1.3.0, Copyright (c) 1998-2004 Zend Technologies y ey T—
ZEANG
[4] ]
Done

Tagad mums ir jauzinstale MySQL serveris
sudo apt—-get install mysgl-server
mysgladmin —-u root password db_user_password

MySQL konfiguracija:

Jauzstada jauna parole MySQL root lietotajam (droSibas noltukos galvenais lietotajs nedrikst biit
galvenais servera lietotdjs). Tacu janem vera, ka §is root lietotajs nav linux sist€mas root lietotajs un,
acimredzamu iemeslu del, parolei nevajadzetu but tadai paSai ka sistémas root lietotaja kontam:

mysgladmin —-u root password jauna-parole

un jasavieno to ar Apache:
sudo apt-get install libapache2-mod-auth-mysqgl



sudo apt-get install php4-mysqgl

Péc restarta

sudo /etc/init.d/apache2 restart

varam redzet, ka ar MySQL mums arT viss ir forSi:

) phpintol) = Eiretox: E@
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mysql
MySQL Support enabled
Active Persistent Links 0
Active Links ] ]
Client APl version 5.0.22 [
MYSQL MODULE _TYPE external
MYSQL SOCKET Mvarfrunfmysgld/mysgld.sock
MYSQL INCLUDE Hfusrfincludefmysgl
MYSQL LIBS Lusrlib -Imysglclient E
[4] _ _ I ]
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Done
Taisam SSL

SSL, Secure Socket Layer ir aizsargata savienojuma protokols, kuru izstradaja Netscape. Tas izmanto
asimetrisko atslégu shému. Kad servers atsiita klientam informaciju, tas atstta to iekodéta ar privato
atslégu (atslegu, kas ir tikai serveram) veida. Pirma savienojuma laika klients prasa serveram
sertifikatu, kas ir iedota viena no Certificate Authority organizacijam. Sertifikata ir informacija par
serveru un publiska atsléga (atsléga, ar kuru var dekodét informaciju). Klients uzzina, ka informaciju
suta tieSi vajadzigajs serveris ar sekojoSo panemienu. Serveris péc savienojuma atsuta kadu zinojumu
divas reizes — iekodéta un atklata. Klients dekod€ zinojumu un salidzina ar atklato. Ja tie ir vienadi —
servers ir 1stais. Servers ar1 var paprasit sertifikato no klientu.

Mums ir jaizveido sertifikatu (protams, neautorizeto :) ) un janodroSina SSL-savienojumu.

SSL ir ieklauts Apache2. Taisam sertifikatu:

sudo apache2-ssl-certificate
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enter your ServerName at the Common Mame prompt 4]

If you want your certificate to expire after x days call this programm
with -days x

Generating a 1024 bit RSA private key

.......... ++++++

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter 1s what 1s called a Distinguished Mame or a DM.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

It you enter '.', the field will be left blank.

Country Mame (2 letter code] [GB]:LV

State or Province MName (full name) [Some-Statel:vidzeme

Locality Name (eg, city) []:Riga

Organization Mame (eg, company; recommended) []:LU

Organizational Unit MName (eg, section) []:LC

server name (eg. ssl.domain.tld; required!!!) []:ssl.localhost

Email Address []:ndukhovny@inbox.lv

nikita@nikita-home:~% I =

Tagad mapé /etc/apache2/ssl/ paradijas divi faili.
Sertifikats apache.pem un privata atslega 9f46e9f2.0 (vards tiek genergts).
Protams, ja mums biitu autorizets sertifikats, més nedaritu augsa aprakstitas darbibas.

Komplekta ar Apache jau ir ieklauts SSL konfiguracijas faila piemers -
/usr/share/doc/apache2/examples/ssl.conf.gz

Ir jaatver to, un janokopé sekciju <VirtualHost *:443>...</VirtualHost>. P&c tam to ir japievieno
failam /etc/apache2/sites-avalible/default. Taja faila ir jauzlabo bijuso VirtualHost ierakstu uz
<VirtualHost *:80>. Ir ar1 janozdes pirmo rindu VirtualHost Name *.

Tada veida més izdarijam divus virtualus hostus — uz viena datora mums ir divi saiti. Viens ir paredzets
HTTP protokolam (80 ports), otrais — HTTPS (433 ports).

Ir vel paris lietas, kas mums ir jaizdara. <VirtualHost *:443>...</VirtualHost> sekcija ir jaredige
DocumentRoot. Ja gribam, lai SSL mums dublétu parasto HTTP, liekam tur tadu pasu "/var/www"’.

Protams, ir iesp€ja definét jebkuru citu mapi.

Pedeja lieta — mums ir jaatlauj 443 portu ApaCam. Faila /efc/apache2/ports.conf ierakstam Listen 443.

Tagad, ievedot Firefox nevis http://127.0.0.1, bet https://127.0.0.1, varam (p&c tam, kad akcept&jam
protokolu) redzet:


https://127.0.0.1/
http://127.0.0.1/
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